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Introduction to Dell EMC OpenManage Plug-in

Version 3.0 for Nagios Core

This guide provides information about the software requirements, system requirements, and the steps to install, upgrade, and uninstall the
Dell EMC OpenManage Plug-in Version 3.0 for Nagios Core.

This plug-in provides capabilities to monitor Dell EMC devices in environments managed by Nagios Core. This plug-in gives you complete
hardware-level visibility of Dell EMC devices, including overall and component-level health monitoring. The plug-in provides basic inventory
information and event monitoring of Dell EMC devices. The plug-in also supports one-to-one web console launch of the supported Dell
EMC devices for further troubleshooting, configuration, and management activities.

The Dell EMC OpenManage Plug-in Version 3.0 for Nagios Core supports the following Dell EMC devices:

12th and later generations of PowerEdge servers through the agent-free method by using Integrated Dell Remote Access Controller

(iDRAC) with Lifecycle Controller (LC)
OEM Servers
Datacenter Scalable Solutions (DSS)

Hyper-converged Infrastructure (HCI) Platforms - Dell EMC VxRail, Dell EMC XC Series
PowerEdge FX2/FX2s chassis, PowerEdge VRTX chassis, and PowerEdge M1000e chassis
Equallogic PS-Series Storage Arrays, PowerVault MD 34/38 Series Storage Arrays and Compellent SC-Series Storage Arrays

Dell EMC Network Switches

For more details on device support, see Support matrix in the “Dell EMC OpenManage Plug-in Version 3.0 for Nagios Core User’s Guide.”

Table 1. Key features

Feature

Functionality

Device Discovery

Device Information

Monitor overall health of Dell EMC devices

Discovers Dell EMC devices. Once the discovery is complete, host and service definitions
are created for each device.

Discovering Dell EMC servers through iDRAC with Lifecycle Controller could be done
either using SNMP or WSMan protocol or Redfish REST APls.

Dell EMC storage and Dell EMC Network Switch discovery is supported using SNMP
protocol.

Dell EMC chassis discovery is supported using WSMan protocol.

Displays information about the discovered device such as Service Tag, Firmware Version,
Device Name, Device Model, and so on after a device discovery is successful. You can
view this information in the Hosts or the Services view in the Nagios Core console.

For more information about device services and their description, see Device Information
in the Dell EMC OpenManage Plug-in Version 3.0 for Nagios Core User’s Guide.

Monitors the overall health of Dell EMC devices.



Feature Functionality

Component level health of Dell EMC devices ~ Monitors health of the Dell EMC device components such as Physical Disks, Power
Supply, Temperature Probe and Voltage Probe and displays the information about the
respective components.

For more information about Component level health of Dell EMC devices and their
description, see Monitor Component Health of Dell EMC Devices in the Dell EMC
OpenManage Plug-in Version 3.0 for Nagios Core User’s Guide.

Monitor SNMP alerts Monitors SNMP alerts for Dell EMC devices. This feature displays only the last received
SNMP alert.

To view all received SNMP alerts navigate to Reports > Alerts > History in the Nagios
Core console.

You can also view the Alert Knowledge Base (KB) information for the supported Dell
EMC devices corresponding to an SNMP alert for faster troubleshooting of the
respective alert.

For more information, see Knowledge Base (KB) messages for the generated alerts in
the Dell EMC OpenManage Plug-in Version 3.0 for Nagios Core User’s Guide.

Launching Dell EMC device specific consoles  Launches the respective Dell EMC one-to-one consoles to further troubleshoot and
manage the supported Dell EMC devices.

Warranty information Monitors and displays the warranty information for the supported Dell EMC devices. For
more information, see Warranty information for Dell EMC devices in the Dell EMC
OpenManage Plug-in Version 3.0 for Nagios Core User’s Guide.

This plug-in supports Nagios Core versions 3.5.0 and later.

Before installing Dell EMC OpenManage Plug-in Version 3.0 for Nagios Core, download the latest documents from Dell EMC OpenManage
Plug-in for Nagios Core for the latest information about this product.


http://www.dell.com/support/home/us/en/04/product-support/product/openmanage-plugin-nagios-core-v3.0/research
http://www.dell.com/support/home/us/en/04/product-support/product/openmanage-plugin-nagios-core-v3.0/research
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RERGNTRAT :

# 2. Dell EMC REXERVRIRRRA

Dell EMC K& e X IRRVENBEAR A

55 14 f§ PowerEdge AR =% iDRAC9 3474717 ~ 315155 ~ 3111 F1 3.00.00.00
£5 13 f§ PowerEdge fAIfR 25 iDRACS8 2.50.50.50 1 2414040

55 12 f§ PowerEdge AR =% iDRAC7 2.50.60.50 #1 2.41.40.40




Dell EMC & 882 SEENBRIRA

Datacenter Scalable Solutions iDRACS 2.50.50.50 0 2.41.40.40

Nutanix XC iDRACS8 2.50.50.50 # 2.41.4040
iDRAC9 3151515 #1 3.11.11M

VxRail iDRACS8 2.50.50.50 #1 2.41.40.40
iDRAC9 3151515 1 311N

PowerEdge M1000e #%5 CMC 6.0 #1 5.22

PowerEdge VRTX H#58 CMC 3.0 #1223

PowerEdge FX2/FX2s 158 CMC 207142

Compellent SC %I FERES| NA 7210 A1 7.21

EquallLogic PS-Series Storage Arrays NA 915 #1914

PowerVault MD 34/38 Series Storage Arrays NA 08.25.13.60 1 08.25.11.60

Dell EMC Network Switch M ~ S~ FN ~ Z 81 C %3l NA 913.0.0 1 911.2.8

Dell EMC Network Switch N %51 NA 6.3.310 71 6.3.3.9
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1l Dell EMC 324314 Dell.com/support 31t Nagios Exchange #91i5 exchange.nagios.org/ & Nagios Core 8 FIREHT Dell EMC
OpenManage Plug-in 3.0 lRZ#R2 -

ZEEFESR tar.gz & - BT Dell_LEMC_OpenManage_Plugin_v3.0_Nagios_Core_AQ0.tar.gz °
BABEMETEHERERRZE - WHT NS URBEEERNSR
tar -zxvf Dell_LEMC_OpenManage_Plugin_v3.0_Nagios_Core_AQQ.tar.gz

R e T FUE R RAEE ¢

e Dell OpenManage Plugin B3

+ Dell EMC OM Plugin 3 0 For NagiosCore IG.pdf #&3

e Dell EMC OM Plugin 3 0 For NagiosCore ReadMe.txt 1&Z

* license en.txt 1BFE

#IE 2 Dell_OpenManage_Plugin/Install B8 38 - SAEHIT N 5an L 2REIZHIER ¢

/install.sh

YNER Nagios Core 350 IR EF MRS LZEEMHNRADR - FIRY JIREURLERLZERR - L% Nagios Core 3.5.0 hREEH

MR - REBREARLEERF—R -

FO - o] U Enter DUEETERRE (Y) -

L% Nagios Core IBRRTRHIRE - FRHEE - A1%IZ Enter -

& - o] LUR Enter DIAEEEFTERRAIE /usr/local/nagios/ -

BEYNEESERETHERTIAERZERER -

ZMERTVERGRE  UTETROLENVERE -

@‘ i MRRAFATEEOEMMLERG AREEFEEREENME - GEREETRE - AW - 2FBENESIEBEZ
IS ZRFAARHMNERYE SIS RERASENGEEPLLERE -

MRS End User License Agreement ((EAEIRESH) - FBIL Y - SUiREMIRRAER LS -

B BT LR Enter DUAEBETRERRE (Y) -

1% Y 5B escape_htmi_tags 52743 "0, - 3% N EETRRETE "1 -

S - BT D% Enter DUEETRRRE (N) -

@‘ i B ERE (BTRR) BEGEEFERARS "0.1 MEM escape_htmi_tags JRZ5E - 7 HE5 M Dell EMC SMEEC
P RENGIENERE -

MRBELZEE SNMPTT - BIRHE SNMPTT EZRENBER - AABIR Y DEZRSE -

& - O UZ Enter SELURRIEERICHEAE - Jetc/snmp/snmptt.ini - MRTIRKZLEE SNMPTT - W8 ZEBLLL T - Fik
Enter °
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O| 5t MBLREL Plug-in R4 SNMPTT + BERHEZEUE SNMP B5R - SEHITIUTEIE :
o ZESNMPTT »

« ZIEZE <NAGIOS_HOME>/dell/install - AT FN3lan< :
./install.sh trap

Nagios Core TRERZFRMIETE <NAGIOS_HOME> - 1M <NAGIOS_HOME> HIfiIE £ /usr/local/nagios/
o EMRIEN SNMPTT -
o  EWREIED Nagios BR7%
MRMELEE Java - FBIEH Java DEEMNBERE - REBIR Y DUEEZS -
BN - @ E 3% Enter MIAEBTER BRI /usr/bin/java -
@O | 5 MBREIL Plug-in BEREZE Java - BEHEERERFAR Java BRA - BHTIUTEE
o T Java -

o BIEZE <NAGIOS_HOME>/dell/install - ZAE#1T N3 < -
./install.sh java

Nagios Core TRRZ ZEMAIETE <NAGIOS_HOME> - 1 <NAGIOS_HOME> FIfiIETE /usr/local/nagios/ °
«  EHEED Nagios BRF% -

IRTEBSZE Plug-in °
FHEEFE Nagios Core AAREIEH - BRI Mm% .
<NAGIOS_ HOME>/bin/nagios -v <NAGIOS HOME>/etc/nagios.cfg

I~

AERNENESBEATIHERNES - IRACEEESBPWBEAERNES  BFERERR -
MRMEZRE SNMPTT WABZERER SNMPTT AAREIEE - BB EE %% SNMPTT FIBS I 783 T 5118 B IR TE TrapFiles —&i1&
9 snmptt.ini IEZ S -

e <NAGIOS HOME>/dell/config/templates/Dell Agent free Server Traps.conf

k=11

e <NAGIOS HOME>/dell/config/templates/Dell Chassis Traps.conf

* <NAGIOS HOME>/dell/config/templates/Dell Compellent Traps.conf

* <NAGIOS_ HOME>/dell/config/templates/Dell Equallogic_ Traps.conf

* <NAGIOS_HOME>/dell/config/templates/Dell PowerVaultMD Traps.conf
* <NAGIOS_HOME>/dell/config/templates/Dell F10 Switch Traps.conf

e <NAGIOS HOME>/dell/config/templates/Dell N Series Traps.conf
WMIT F3anS - DIERRLE) Nagios Core BRF :

service nagios restart

WREELE SNMPTT - RIBRIT NS - DIERENE) SNMPTT BRF -

service snmptt restart
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AT FEILER - BITI{E Dell OpenManage Plug-in 2.0 ki3 Nagios Core & FI#Y Dell EMC OpenManage Plug-in 2.1 fR F 4% Z Nagios Core
#& A/ Dell EMC OpenManage Plug-in 3.0 AR :

1

it Dell EMC 324814 Dell.com/support 3§ 1t Nagios Exchange #31if exchange.nagios.org/ T &l Nagios Core #FIREHT Dell EMC
OpenManage Plug-in 3.0 lRZ 22, -

ZHRIENHES .tar.gz 1 - BT Del_EMC_OpenManage_Plugin_v3.0_Nagios_Core_A00.tar.gz -
BEBEZEE THEBERRKRZE - WHIT MIaSURBREEAR
tar -zxvf Dell_LEMC_OpenManage_Plugin_v3.0_Nagios_Core_AQQ.tar.gz

R TIERRANES -

* Dell OpenManage Plugin BRI

e Dell EMC OM Plugin 3 0 For NagiosCore IG.pdf &%

e Dell EMC OM Plugin 3 0 For NagiosCore ReadMe.txt &2

e license en.txt HE

B = Dell_OpenManage_Plugin/Install E3& - BT F3m S RIFIZEREZER !

/install.sh

YA Nagios Core 35.0 R EHRASLEELN AL - BR Y FILETRIUERLZERERF - 2% Nagios Core 3.5.0 IRELE#T

A - RAEBRABLZERER—K -

FE - MO MEERUERZE L FRRRE (V) -

Z %% Nagios Core U BRIRNHIRES - sFIR IS - SR8 1% Enter -

& - oD% Enter DIEZEFRTERRMIE /usr/local/nagios/ °

BUNEESERRERTIAERTERER -

RATRREGRE - BRBEREZENTRES -

O| i MBAAAFAEAEMHERY - IRLEFEETEESNNE - DEEETRE - 4 - 2EBEINES BBRY
RIS R R ARE D ERG - SRASEREZRNSEEEEPILER -

E L HIRNEFHARZE Nagios Core AR Dell EMC OpenManage Plug-in 3.0 kRS - BIZY » B - B TR Enter DIAEETERS
B()-

MRBAIEFE - RE—EMBERLRRER -

MRS End User License Agreement ((FFAEIRESH) - IR Y - SREMIRRERSTE -

FHAh - TR Enter DUEETERRE (V) »

MRBELLEE SNMPTT - BIRME SNMPTT BLENBERE - ARABIR Y DEZS -

FE - BT LUIZ Enter SELITERRIE R CHEAE - Jete/snmp/snmpttini - MREERZEE SNMPTT - WAEZRIBILT T - Bk
Enter °
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O| 5t MBLREL Plug-in R4 SNMPTT + BERHEZEUE SNMP B5R - SEHITIUTEIE :
o ZESNMPTT »

« ZIEZE <NAGIOS_HOME>/dell/install - AT FN3lan< :
./install.sh trap

Nagios Core TRERZFRMIETE <NAGIOS_HOME> - 1M <NAGIOS_HOME> HIfiIE £ /usr/local/nagios/
o EMRIEN SNMPTT -
o  EWREIED Nagios BR7%
MRMELEE Java - FBIEH Java DEEMNBERE - REBIR Y DUEEZS -
BN - @ E 3% Enter MIAEBTER BRI /usr/bin/java -
@O | 5 MBREIL Plug-in BEREZE Java - BEHEERERFAR Java BRA - BHTIUTEE
o T Java -

o BIEZE <NAGIOS_HOME>/dell/install - ZAE#1T N3 < -
./install.sh java

Nagios Core TRRZ ZEMAIETE <NAGIOS_HOME> - 1 <NAGIOS_HOME> FIfiIETE /usr/local/nagios/ °
«  EHEED Nagios BRF% -

IRTEBSZE Plug-in °
FHEEFE Nagios Core AAREIEH - BRI Mm% .
<NAGIOS_ HOME>/bin/nagios -v <NAGIOS HOME>/etc/nagios.cfg

I~

AERNENESBEATIHERNES - IRACEEESBPWBEAERNES  BFERERR -
MRMEZRE SNMPTT WABZERER SNMPTT AAREIEE - BB EE %% SNMPTT FIBS I 783 T 5118 B IR TE TrapFiles —&i1&
9 snmptt.ini IEZ S -

e <NAGIOS HOME>/dell/config/templates/Dell Agent free Server Traps.conf

k=11

e <NAGIOS HOME>/dell/config/templates/Dell Chassis Traps.conf

* <NAGIOS HOME>/dell/config/templates/Dell Compellent Traps.conf

* <NAGIOS_ HOME>/dell/config/templates/Dell Equallogic_ Traps.conf

* <NAGIOS_HOME>/dell/config/templates/Dell PowerVaultMD Traps.conf
* <NAGIOS_HOME>/dell/config/templates/Dell F10 Switch Traps.conf

e <NAGIOS HOME>/dell/config/templates/Dell N Series Traps.conf
WMIT F3anS - DIERRLE) Nagios Core BRF :

service nagios restart

WREELE SNMPTT - RIBRIT NS - DIERENE) SNMPTT BRF -

service snmptt restart
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BB E <NAGIOS_HOME>/dell/Install B3 - W#IT NIan<
/uninstall.sh

MR L RNVIR LIRS - 1R Y MBREEE N PEIRIRZERRF -
S - BB A% Enter R BRIRLE -
EAMBRNCREBERIRLZERR - IR Y EEI N PERRZERER -
F9h - &I LUZ Enter 53R ©

@ | 51 MPEERIBIZP G B escape_htmi_tags HIEES "0, - BIEEIINGEHBIEE <NAGIOS_HOME>/etc/cgi.cfg 1%
FEREIESHEROEERE "1, -

IRE EMRFRZEE Plug-in -
HETE Dell EMC OpenManage Plug-in @ G #ERLE - 2B ZE <NAGIOS_HOME> BRI - WHEE dell ERKREHBER -

EZE1E Nagios Core #AREIEH - 552IE X Nagios Core BB WHITIU T % :
<NAGIOS_HOME>/bin/nagios -v <NAGIOS_ HOME>/etc/nagios.cfg

HEMINEREERREHERNES ﬁﬂ%u{-‘tL@iﬂ%qﬂHQ%UEH%E??Z“i CETFEVRIFEOR -

MRHBEZEE SNMPTT - BRI EZZEE SNMPTT BB + W7 TrapFiles EERER snmptt.ini BRPER T EEREEE
PR .

* <NAGIOS HOME>/dell/config/templates/Dell Agent free Server Traps.conf
* <NAGIOS HOME>/dell/config/templates/Dell Chassis Traps.conf

* <NAGIOS_ HOME>/dell/config/templates/Dell Compellent Traps.conf

* <NAGIOS_HOME>/dell/config/templates/Dell Equallogic Traps.conf

* <NAGIOS_HOME>/dell/config/templates/Dell PowerVaultMD Traps.conf

* <NAGIOS HOME>/dell/config/templates/Dell F10 Switch Traps.conf

* <NAGIOS HOME>/dell/config/templates/Dell N Series Traps.conf
MIT N Ban< - LIERRIE Nagios Core ARF% :

service nagios restart

WRMELE SNMPTT » BT NS - DIERTRE SNMPTT ARES :

service snmptt restart



Accessing documents from the Dell EMC support
site

You can access the required documents using the following links:

¢ For Dell EMC Enterprise Systems Management documents — www.dell.com/SoftwareSecurityManuals
e For Dell EMC OpenManage documents — www.dell.com/OpenManageManuals

e For Dell EMC Remote Enterprise Systems Management documents — www.dell.com/esmmanuals

¢ For iDRAC and Dell EMC Lifecycle Controller documents — www.dell.com/idracmanuals

e For Dell EMC OpenManage Connections Enterprise Systems Management documents — www.dell.com/
OMConnectionsEnterpriseSystemsManagement

¢ For Dell EMC Serviceability Tools documents — www.dell.com/Serviceability Tools
e a Gotowww.dell.com/Support/Home.
b  Click Choose from all products.
¢ From All products section, click Software & Security, and then click the required link from the following:
— Enterprise Systems Management
— Remote Enterprise Systems Management
— Serviceability Tools
— Dell Client Command Suite
— Connections Client Systems Management
d  To view a document, click the required product version.

¢ Using search engines:

— Type the name and version of the document in the search box.


http://www.dell.com/SoftwareSecurityManuals
http://www.dell.com/OpenManageManuals
https://www.dell.com/idracmanuals
https://www.dell.com/OMConnectionsEnterpriseSystemsManagement
https://www.dell.com/OMConnectionsEnterpriseSystemsManagement
https://www.dell.com/ServiceabilityTools
https://www.dell.com/Support/Home
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* Integrated Dell Remote Access Controller 9 (iDRAC9) 3.00.00.00 (k& /HZ 157

Dell EMC XC Z5E# = BHEZEF

o Dell EMC VxRail /B2 E %3 F 7

« AZ Lifecycle Controller A9 Integrated Dell Remote Access Controller 8 f&/H &5/

* Integrated Remote Access Controller 7 {&/HZ 157

Dell EMC Chassis Management Controller for Dell PowerEdge M1000e fZ/HZ 5%

+  Dell EMC Chassis Management Controller for Dell PowerEdge VRTX &/ & 55
 Dell EMC Chassis Management Controller for Dell PowerEdge FX2/FX2s (& & 157
» Compellent SC ZJ|fE 7 EES(EHEISH

 FEquallLogic PS Z Sl =EEMEIIEFEZIER

PowerVault MD Z 3 FHRERESEHETS5

*  Dell EMC Network Switch &/HZ 755

5552 F www.nagios.org/documentation & #Z{E i Nagios Core H#ER BB -
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OMSDK % pypi . org RLUEE python BB R4 - BT LUER pip 225 OMSDK -

Z %% OMSDK E5 :

AT FAan < 3R%& % OMSDK :

pip install omsdk

pip install omdrivers

F+#% OMSDK EfF

AT M < R FHR OMSDK :
pip install omsdk --upgrade

pip install omdrivers --upgrade

fiZfRZ % OMSDK EfF :

MIT T3 an < 2R ARBRZ 4L OMSDK :

pip uninstall omsdk

pip uninstall omdrivers
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